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What Every Local Councillor Should Know About

ID cards and the National Identity Scheme

Prepared for NO2ID campaign by Robin van den Hende, November 2006
What is the National Identity Scheme?

The proposals for “identity cards” are not just about a card that people may carry to prove their identity.  ID cards are just the public face of the National Identity Register (NIR) – a register of the entire UK population that will include 50 categories of “registrable fact” on everyone in the country.  These registrable facts range from a person’s name and all their home addresses to biometric information (e.g. fingerprints and iris scans).  The NIR is effectively an index to all other official and quasi-official records, with cross-referencing and an audit trail of all checks made of the NIR by government, businesses, voluntary organisations and employers. This means that the NIR will be the key to a total life history of everyone – and it will be retained forever.

Why does the National Identity Scheme matter to local government?

The ID cards scheme is not just a national issue – it will have a huge affect on the lives of your constituents and how your council is run (see below).  With an estimated 80% of citizen contact with the state occurring through local authorities
, your council will be at the forefront of the implementation and use of ID cards and the NIR.  How local councils react to this can have a major impact on its implementation and effects on everyday life.

Local government is already opposing the ID scheme

Many councillors from across the political spectrum have decided it is in best interests of their constituents if their councils are not involved in the ID scheme.  The following is a list of just some of the councils that have passed motions declaring that they will not cooperate with the ID scheme unless required to do so by law.

· Bristol City Council

· Ceridigion County Council

· Cambridge City Council

· Cardiff City Council

· Devon County Council

· Liverpool City Council

· Luton Council

· Milton Keynes Council

· Newcastle City Council

· Norwich City Council

· Oxford City Council

· Oxfordshire County Council

· Perth and Kinross Council

· Torbay Borough Council

· West Berkshire County Council

· West Oxon District Council

A regularly updated list of councils who have passed motions opposing the ID scheme is available at http://www.no2id.net/resources/motions/index.php.  
How the National Identity Scheme Will Affect Your Council

ID Cards will be a Gateway to Local Services

Although the Identity Cards Act 2006 specifically prohibits organisations making the presentation of an ID card a condition for receiving a free service, it is likely that once the NIR is operational councils will come under pressure to use the system as one way of proving the identity of those using council services.  By using ID cards in this way, councils will be signing up to a centralised system, with new levels of bureaucracy and possibly significant implementation costs.  The use of the scheme and the NIR could seep into every interaction between citizens and local government, from benefits, council tax and social services to licensing, housing, electoral services and libraries.

A Large Financial Cost in Participating in the Scheme

The Government has not produced any estimates for how much it will cost local government to participate in the ID scheme, although the costs are likely to be considerable.  Each council that signs up will have to buy equipment to allow ID cards to be checked.  Each point of contact between your council and the public will need multiple terminals to do this checking.  The Government has given what it describes as conservative estimate of the cost of just one terminal - £250 to £750
.  Each of these units and its connections to your systems and to the NIR will also have to be maintained, serviced, calibrated, and kept secure.  

In addition, there will be the need to design and implement new IT systems and rewrite existing software so that these units can be integrated into your council.  New operating procedures and bureaucracy will need to be created.  Staff will need training on the use of the new equipment and systems.  Plus there may be charges levied by the Identity and Passport Service (the Home Office Agency controlling the scheme) for checking citizens’ details against the NIR.

The Government has made it clear that it will be local councils and not central government that will have to pay these costs.

Councils will be Buying a System that Doesn’t Work

All these costs on your council will pay for a system that is highly unlikely to work.  The UK Computing Research Committee, an expert panel made of members from the British Computer Society, the Institution of Electrical Engineers and the Council of Professors and Heads of Computing, has stated:

“we have deep scepticism about the Home Office’s ability to specify, procure and implement a national, software intensive system on the scale that would be necessary…Again and again, major public-sector IT projects overrun and are cancelled, or fail to deliver the expected benefits; recent examples include systems at Post Offices, the Passport Office, the Courts, and the Child Support Agency.”

ID cards will also not be a fool-proof and fraud-proof way of establishing identity.  The Law Society has commented that:

“history shows that all types of cards are forgeable and forgery is linked to a profitable black market…We believe that the proposed identity card scheme will be no different.  Biometrics will make forgery more difficult, but not impossible.  On the contrary, we believe there is scope for the proposals in the draft Bill to exacerbate the incidence of identity fraud, as the false sense of security in biometrics will make the card even more valuable.”

The biometric technology that is supposed to make ID cards impossible to forge is far from perfect.  A Cabinet Office study on identity fraud found that:

“Biometric systems are by no means foolproof: all types of biometric systems currently available run the risk of reporting ‘false positives’ or ‘false negatives’, around 10-15% of ‘genuine’ people will fail the test if it is set to minimise the numbers of fraudulent people let through.”

The Institute of Electrical Engineers and the Commission for Racial Equality have both noted research showing biometric scanning is less effective for some ethnic minorities
.  

It is also unclear how ID cards will interact with council smart cards.  Plus, the NIR will never be a substitute for the electoral register or help in keeping the register up to date as some people who could hold ID cards are not allowed to vote.

Council’s Legal Liability is Unclear

The Secretary of State is empowered to require a third party to provide information about an individual for the purposes of verifying information on the NIR.  Such orders are likely to be imposed on councils and there will be an administrative cost to councils in responding to requests for information.  It is unclear to what extent a council would be liable to the Secretary of State for inadvertently providing incorrect information.  It is equally unclear what the liability of a council will be to its citizens if it submits information to the NIR which later turns out to be inaccurate.  It is also unclear what the legal liabilities of a local authority would be if it relied on information on a citizen from the NIR to make a decision about this citizen and this information turned out to be wrong.  

People in Council Care Will Have to Register

People in the care of social services and the vulnerable who depend upon your council for assistance in leading their lives will all need to register for an ID card.  People who are unable to register themselves will rely on councils’ help to collect information, fill in forms and be transported to and from registration centres to have their biometrics, photo and details taken.  If this is not done, these people will be fined.  Councils will also have to help these people to keep this information up to date or else these people will be fined.  All this will require additional council bureaucracy as well as costing time and money.

Every Council Employee Will Have to Register

All of your council’s employees will need to take a day off work to attend a registration interview for their ID cards.  Your council will also have to introduce new systems to integrate the use of ID cards in Criminal Records Bureau checks for potential employees.

How the ID Scheme Will Affect Your Constituents

ID Cards Will Cost Your Constituents Money

Even at current Home Office estimates, the additional tax burden of the ID Scheme will be £200 per person.  The direct price of an ID card will be £30 and a combined passport and ID card package will be £93, and any difference will be met from other charges or from penalties. The costs to local authorities and other users of the scheme outside the Home Office will need to be met from increases in general taxation, or funds diverted from services. These costs are likely to be most felt by those on low incomes. 

It Will Infringe the Civil Liberties of Your Constituents

The Bar Council has stated that:

“The introduction of the National Identity Register and Identity Cards would mean a significant erosion of our civil liberties and involve a shift in the relationship between the state and the individual…the introduction of the scheme would represent a significant invasion of privacy.”

The Information Commissioner has described how this will happen.

“…the extensive personal information retained on the proposed National Identity Register and the requirement on individuals to keep notifying changes is excessive and disproportionate.  For example, individuals are obliged to tell the government about all the addresses they have lived at and any new places where they reside… The government proposes that a data trail should be created of when a card is checked against the National Identity Register.  This will show who checked it and when.  The government has made clear that the system of operation it favours involves checks by service providers back to the National Identity Register thus building up a picture of an individuals’ card use and a detailed picture from this of how they live their lives… concerned about the way in which demands will grow for individuals to prove their identity.  The broad purposes permit function creep into unforeseen and perhaps unacceptable areas of private life.”

As the Bar Council put it:

“…there would be nothing to prevent future governments from amending the National Identity Register scheme through primary legislation in a way that would involve further erosion of the liberty of the individual.”

ID Cards Will Affect Race Relations

The Local Government Association, Citizens Advice Bureau and Commission for Racial Equality have all noted that ethnic minorities are disproportionately affected by police stop and searches
.  The concern is that ID cards will make this situation worse, and provide a mechanism or pretext for discriminatory checks on immigration status.  According to the Local Government Association;

“There will be a risk of increasing tension in communities if it does become common practice, (despite the intention that it should not), for people to be asked to produce their cards on demand.”
 

The Commission for Racial Equality has also noted that;

“It is possible that the patterns of differential treatment found in police stop and searches would be replicated in service provision and recruitment procedures.  Specifically, that Black and Ethnic Minority individuals are more likely to be asked to prove identity or entitlement to services.”

ID Cards will Hit the Socially Excluded and Vulnerable the Hardest

The Metropolitan Police has stated that:

“The scheme could become compulsory prematurely for those disadvantaged members of society, because they would have to have an ID Card in order to access Social Security Benefits, etc.  It should also be noted that many of the visible ethnic minorities are over-represented in this socio-economically deprived group.  We have severe reservations that the scheme could add to tensions at a time when the police service is investing greatly in gaining confidence across all communities.”

The British Medical Association has noted that these socially excluded groups are already among the least likely to access public services effectively and that the need to register and hold an ID card could operate as an additional disincentive to accessing vital services
.  The most vulnerable, and often poorest, in society will also be affected most by the requirement to keep information on the NIR such as address details up to date and by the fines if they fail to do this.  The Law Society has stated that they;

“…fear that those who are most vulnerable are most likely to be affected by failure to provide up to date information.  This could include people with chaotic lifestyles such as those suffering mental illness or addictions; people with complex or frequently-changing personal information; homeless people; older people; immigrants and asylum seekers; and individuals fleeing domestic violence situations who may fear disclosing their information.”

The Arguments for ID Cards Don’t Add Up

Preventing Terrorism

Establishing identity does not establish any intent to commit a terrorist act.  As the Law Society noted “the real policing challenge is to link criminals to their crimes, not to establish a suspect’s correct name and address.”
  Random outrages can’t be stopped by an ID card and competent terrorists will find a way to subvert the system.  As the Bar Council stated:

“Terrorist acts may be committed by individuals who are properly registered.  Nine of the sixteen September 11 hijackers were legally in the United States, with their identification paperwork in order.”

“The Spanish compulsory identity card scheme included biometrics but did not prevent the Madrid train bombing.”

Research has suggested that there is no link between the use of identity cards and the prevalence of terrorism, and in no instance has the presence of an identity card system been shown to be a significant deterrent to terrorist activity
.  

Preventing Illegal Working

The ID Card Scheme will do little to prevent immigrants working illegally or unscrupulous employers hiring them.  The Confederation of British Industry believes that the main issue with illegal working by immigrants is the failure of a small minority of employers to follow the existing law
.  As the Law Society put it;

“Employers who are currently willing to employ people illegally, without National Insurance Cards, are likely to continue employing people illegally without identity cards…”

Preventing Benefit Fraud

Only a limited amount of benefit fraud is committed through identity fraud.  Of the £2 billion total annual benefit fraud bill, only £50 million (or 2.5%) comes from people not being who they say they are
.  Most benefit fraud involves deception regarding circumstances, for instance, employment status or medical condition.

Preventing ID Fraud

As noted above, the National ID Scheme will not be a fraud-proof way of establishing identity.  However, the Government’s continued insistence that it will be ID theft proof gives people a false sense of security and confidence in ID cards that will make false cards all the more useful for fraudsters.  

The End of Privacy

The Government has argued that the way people have given away personal data and transaction information to private companies (e.g. via store loyalty cards) means that the public do not value their privacy that much and will not object to losing more privacy via the National ID Scheme.  Just because there is a trend for privacy to be eroded in our society does not mean that we should accelerate this trend.  That would be like saying that because there are lots of sources of greenhouse gases, we should abandon energy saving measures and switch power stations to use the most polluting fuels.

What Your Council Can Do

*  The most valuable thing your Council can do is to pass a motion against the ID Scheme which contains the following clauses.
1. Make it a policy of the council to ensure that national identity cards would not be required to access council services or benefits unless specifically required to do so by Act of Parliament. 

2. Take no part in any pilot scheme or feasibility work in relation to the introduction of the national identity cards. 

3. Only co-operate with the national identity card scheme where to do otherwise would be unlawful. 

4. Affiliate to the NO2ID campaign whose supporters already include MPs and Peers of all parties, City, County and District Councils, unions (including UNISON, the largest union in the UK with 1.3 million members) and several political parties. 

By affiliating to NO2ID, your Council becomes part of the rapidly growing movement and will (a) get a vote within the organisation and be able to propose people to our Advisory Board, (b) have access to help and information from NO2ID, e.g. if they need to work out the impact of the scheme in their Local Authority, and (c) establish a strongly pro-civil liberties and privacy stance to their constituents. 

*   The second most important thing is for the Council to encourage discussion of the National ID Scheme, so that people in your area are not “sleepwalking into a surveillance state,” as the Information Commissioner put it. You personally as a councillor, and as a concerned individual, can raise awareness among your colleagues and contacts of the nature of the National ID Scheme and the proposals for the NIR. Most people are complacent about the question because they haven’t considered its full implications, and think of “ID cards” as simple pieces of plastic, rather than the visible face of a vast change to the way we are governed and the way we live our lives.

You are in a strong position to get the facts, and to educate others. NO2ID will always be willing to help you. We are entirely independent. We do not endorse any political party (though we have friends and supporters in all major and many smaller parties). We only campaign on privacy and the database state.  And we are committed to open and honest discussion about a huge and very complex programme that has been presented as simple and safe by the Government when it is anything but.
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